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to allow lower transmission rates in order to maximize coverage area. If a site requires configuring the APs to only
negotiate at the higher rates, the layout of the WLAN must account for the reduced coverage and additional APs will
be required to ensure seamless overlapping coverage.

SpectraLink handsets perform Dynamic Channel Assessment (DCA) in between the transmission of packets to learn
about neighboring APs. It takes about one second for a DCA cycle to complete for a standard three channel
deployment for 802.11b. In order to ensure a DCA cycle can complete within the assessment area (see Figure 1), a
person moving through the assessment area must be within the area for at least 4-5 seconds to make sure the DCA
starts and ends within the assessment area. Failure to complete the DCA cycle within the assessment area can lead
to lost network connectivity resulting in a hard handoff, lost audio, choppy audio or potentially a dropped call.

Assessment Area:

Signal Level of AP "B” is now 10dB DCA must start and end in this area. This
higher then AP "A”. Phone can now distance traveled within this area must take
chose AP "B” when DCA completes 2 x the DCA cycle time to traverse to guarantee
after this point the DCA cycle could complete in time.

limit of AP "B”

limit of AP “A"

Signal Level of AP “A"is now
at its upper limit. The phone
must have completed DCA and
roamed to AP "B" by this point.

Signal Levels are equal. |
Phone will stay with existing AP

Figure 1 - Dynamic Channel Assessment (DCA)

The handset compares the signal strength of neighboring APs to determine whether to roam from the current AP. In
order to roam, the handset has to determine whether other APs are either five decibels (dB) (for any first attempt
associating with an AP) or ten decibels stronger (to roam back to the previous AP) than the current AP’s signal. In
most cases the handset only needs five decibels of signal difference between APs to make a decision to roam. But to
prevent ‘ping-pong’ behavior the separation needs to be ten decibels higher for the handset to return to the
previously associated AP. This behavior requires that the assessment area must have at least a ten decibel
difference to enable good roaming behavior for all cases.

Corners and doorways pose a particular design issue. The shadowing of corners can cause steep drop-offs in signal
coverage. Make sure to have adequate cell overlap at and around corners so that the audio stream is not impacted
by a user going around corners. This may require placement of AP at corner locations to ensure appropriate cover
and prevent RF shadows.
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21.2 Signal Strength

To provide reliable service, wireless networks should be engineered to deliver adequate signal strength in all areas
where the wireless telephones will be used. The required minimum signal strength for all SpectralLink handsets
depends on the data rates enabled on the AP and may also require consideration for the 802.11 frequency band and
modulation used.

Recommended signal strength characteristics are summarized in Table 1 & Table 2, below. Use these values to

determine the outer edge of an AP cell boundary as shown, in Figure 1 above, as the limit of AP A or limit of AP B.
The value to use is dependent on the highest WLAN data rate set Mandatory. Typically, most WLAN APs transmit
beacons and multicast frames at the highest rate set Mandatory

.4GHz 802.11b (CC

)
Rate
(Mb/s) 1 2 55 11
Best
Practices | -75 -70 -69 -65
(dBm)

Table 1 - 2.4GHz

The critical factor is the highest data rate set to “Required” or “Mandatory”’. Other data rates can be set to

“Supported”. The highest data rate set Mandatory determines the RF power output reqzuired by the wireless
telephone for proper operation. Broadcast frames (beacons) utilize the highest “Basic”” data rate and multicast
frames (used for the SpectralLink i640’s push-to-talk feature and SRP handset check-ins) also use the highest data
rate set Mandatory. Unicast frames (data) use the “best or highest” data rate of all available rates which supports low
retries and low packet errors. As errors and retries increase the unicast data rate will scale down to lower available
data rates.

Referencing Table 1 the highest rate set Mandatory (Required) determines the signaling requirements for the

wireless telephone in all areas where they are used.

=  For example, if an 802.11b/g access point has 1Mbps, 2Mbps, 5.5Mbps and 11Mbps all set Mandatory, the
handset requires -65dBm in all areas.

= For example, if an 802.11b/g access point has 1Mbps Mandatory and other rates set Supported (or “Enabled”)
the handset requires -75dBm in all areas.

SpectraLink handsets have a Site Survey mode that can be used to validate the signal strength it is receiving from
the AP. The handset also has a Diagnostics mode which can show AP signal strength, as well as other details, as
received during a call. See the Spectralink e340/h340/i640 Wireless Telephone Administration Guide for details on
using the Site Survey and Diagnostics mode features.

Although it is possible that SpectralLink handsets may operate at signal strengths which are weaker than those
provided in Table 1, real world deployments involve many RF propagation challenges such as physical obstructions,
interference, and multipath effects that impact both signal strength and quality. Designing RF coverage to the

' Access Point (AP) vendors refer to this configuration setting differently but the value indicates a data rate that clients must be capable of utilizing
in order to associate with the access point. These data rates are also used for different data traffic types by clients and APs that should be
considered when designing for coverage requirements.

2 The 802.11-2007 Standard defines any data rate set as required to be basic rates. See 802.11-2007 for additional details. (http://www.ieee.org)
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required levels will provide an adequate buffer for these propagation challenges, enabling a more reliable and
consistent level of performance with low retry rates.

2.2 Access Point Configuration Considerations

There are several fundamental access point configuration options that must be considered prior to performing a site
survey and deploying a voice-capable WLAN infrastructure. In general, adjacent APs in three dimensions (above,
below and beside) must use different non-overlapping radio channels to prevent interference between them.

This document does not cover all issues or considerations for WLAN deployment. It is strongly recommended that
Polycom Professional Service, or another suitable professional services organization, with wireless voice deployment
experience be engaged to answer additional questions about configurations that may affect voice quality or wireless
telephone performance. In addition, VIEW Configuration Guides for WLAN infrastructure, which are available from
the Polycom web site, should be followed closely.

221 Channel Selection

The 802.11b standard provides for three non-interfering, non-overlapping frequency channels - channels one, six
and eleven in North America. Access points within range of each other should always be set to non-interfering
channels to maximize the capacity and performance of the wireless infrastructure. Figure 2 illustrates the correct
deployment methodology for 802.11b deployments.

11 1 6

11 1 6

Figure 2 - 802.11b Non-interfering Channels with Overlapping Cell Coverage

If adjacent access points in three dimensions (above, below or beside) are set to the same channel, or utilize
channels with overlapping frequency bands, the resulting interference will cause a significant reduction in the
network performance and throughput, and will degrade overall voice quality. A space of twenty five MHz, or 5
channels or greater should be used to configure neighbor APs for non-interfering channels Figure 3 represents the
2.4 GHz frequency range, indicating the overlap in channel frequencies.
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Figure 3 - 802.11b Channels

2.2.2 AP Transmission Power and Capacity

The AP transmit power should be set so that the handsets receive the required minimum signal strength, as defined
in Section 2.1.2 of this document. For deployments with higher AP density, lower transmit power settings are
typically required to prevent channel interference. Maximum AP power settings vary by band and by channel, and
can vary between countries. Local regulations should always be checked for regulatory compliance considerations.
In addition, maximum power output levels may vary by AP manufacturer. Where possible, all APs should be set to
the same transmit power level within a given radio type.

It is crucial to then set the transmit power of the handset to match the transmit power of the APs for that band. This
will ensure a symmetrical communication link. Mismatched transmit power outputs will result in reduced range, poor
handoff, one-way audio and other quality of service or packet delivery issues. SpectraLink Wireless Telephones
support transmission power settings in the range from 5mW to 100mW (in the United States). The transmit power
setting on the handset should match the AP’s actual configured transmit power. Any AP antenna gain will increase
signal gain in both directions.

Regardless of the selected power level settings, all APs and handsets must be configured with the same settings to
avoid channel conflicts or unwanted cross-channel interference. For access points that support automatic
transmission power adjustments, Polycom recommends using only static power settings to ensure optimal
performance.

In mixed 802.11b/g environments, Polycom recommends configuring the transmit power of the 802.11b and 802.11g
radios to the same setting, if they are separately configurable. For example, set both radios to 30mW to ensure
identical coverage on both radios. For mixed 802.11a/b/g environments, where the AP utilizes all three radios types,
AP placement should first be determined by modeling for the characteristics of 802.11a, since this environment will
typically have the shortest range. Then, the transmit power of the 802.11b and 802.11g radios should be adjusted to
provide the required coverage levels and cell overlap for those networks, within the already established AP locations.

2.2.3 Interference

Interference on a wireless network may originate from many sources. Microwave ovens, Bluetooth devices, cordless
phones, wireless video cameras, wireless motion detectors, and rogue APs are among the many potential interfering
RF (radio frequency) sources. In general, devices that employ or emit radio frequency signals within a given radio
coverage area will have the potential to cause unwanted interference.
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Radio frequency spectrum analyzers can be used to help identify the sources of such interference. Once identified,
interference is best mitigated by removing the interfering device(s) from the network area. Otherwise, it may be
possible to change the channel setting of the interfering device to avoid conflict with the surrounding APs. If this is
also not possible, then it may be possible to change the channel of the surrounding APs to avoid as much radio
frequency overlap with the interfering device.

A documented facility-wide radio frequency usage policy will help control sources of RF energy. Ideally, any RF
generating device should have prior approval before introduction onto the property or installation in any building or
structures.

2.2.4 Multipath and Signal Distortion

Multipath distortion is a form of RF interference that occurs when a radio signal has more than one path between the
transmitter and the receiver causing multiple signals to be detected by the receiver. This is typically caused by the
radio signal reflecting off physical barriers such as metal walls, ceilings and other structures and is a very common
problem in factories and storage environments. Multiple converging wave fronts may be received as either an
attenuated or amplified signal by the receiver. In some instances, if the signals arrive exactly out of phase, the result
is a complete cancellation of any RF signal.

Multipath can cause severe network throughput degradation because of high error rates and packet retries. This in
turn can lead to severe voice quality impairment with SpectraLink Wireless Telephones. Correctly locating antennas
and choosing the right type of antenna can help reduce the effects of multipath interference.

AP diversity antennas should always be used to help improve performance in a multipath environment. A diversity
solution uses two antennas for each radio, and will send and receive signals on the antenna which is receiving the
best signal from the wireless client. Diversity in an AP with two antennas, which provide signaling to the same
geographic area, provides a unique signal path from each antenna to the handset. This greatly increases the
probability that both the AP and the handset will receive a better signal quality in multipath environments. Most
access points support receive diversity in that they accept the received transmission on the antenna that is getting
the best signal. Some also support full transmit diversity where the transmission is made on the same antenna that
was last used to receive a signal from that specific client. In order to provide optimal voice quality, Polycom
recommends the use of APs supporting both receive and full transmit diversity in environments where multipath is an
issue. This will help optimize the WLAN for all wireless clients. External antennas provide additional flexibility in type
(omni or directional), mounting options and gain. External antennas can be separated from 4.5 inches to 5 feet at
each AP radio.

Access point antennas should not be placed near a metal roof, wall, beam or other metal obstruction in any
environment, as this will amplify the reflection effects. Additionally, antennas should be positioned so that they have
line of sight (LoS) to most of the clients that they service. Additional instructions from the wireless network
infrastructure vendor should be followed with regard to antenna selection and placement to provide correct diversity
operation.

2.2.5 Site Surveys

A wireless RF site survey is highly recommended for any wireless network deployment. However, it is especially
critical for VOWLAN and is essential for large or complex facilities. An RF site survey can ensure that the wireless
network is optimally designed and configured to support voice by confirming RF placement, cell overlap, channel
allocation/reuse, packet transmission quality, packet retry rates, and other deployment considerations. While many
tools exist that allow customers to perform their own assessment, Polycom recommends a professional site survey to
ensure optimum coverage and minimum interference. Polycom offers a full suite of site-survey services that will
ensure a WLAN is properly configured to support wireless voice.

To verify coverage of an installed Wi-Fi network, Polycom handsets offer a site-survey mode that can be used to
validate the AP locations and configurations are both correct and adequate. This mode detects the four strongest AP
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4 SpectraLink Voice Priority (SVP)

Polycom pioneered VoWLAN for the enterprise and remains the market leader today. One key success factor has
been our SpectralLink Voice Priority (SVP) mechanism for QoS. This method is proven to deliver enterprise-grade
voice quality, battery life and call capacity for SpectraLink handsets.

Quality of service (QoS) is a means of providing a level of service that will result in a network connection of
acceptable quality. Typically this results in providing different levels of service for different applications, depending on
their requirements. When data and voice are competing for bandwidth, such as in a WLAN, it is necessary to have
mechanisms to prioritize voice packets over data, preserve battery life for handhelds, and allocate appropriate AP
bandwidth for the associated device’s applications. The original 802.11 standard did not provide a QoS mechanism,
so Polycom developed SVP to allow delay-sensitive voice and asynchronous data applications to coexist on a Wi-Fi
network without compromising voice quality.

Excellent voice quality for SpectraLink handsets is ensured on a shared Wi-Fi network using SVP. Adopted by the
majority of enterprise-class WLAN vendors, SVP is well-proven and guarantees audio quality on a shared voice and
data network. SVP is compatible with 802.11 standards, but uses proprietary methods for packet prioritization,
battery management and call admission control. Access points generally use random back-off intervals that require
all types of traffic to contend for access to the wireless medium with equal rights. However, treating all traffic equally
can cause significant delays to voice traffic. Modifying the AP behavior to recognize and prioritize voice packets
increases the probability of better performance while continuing to treat asynchronous data packets normally. The
two operations that comprise SVP in the AP, minimizing random back-off and priority queuing, require a packet-
filtering mechanism. Packet filtering requires recognizing the packet’s type. SpectralLink packets are registered as IP
protocol ID 119 at layer 4. The SVP Server performs packet delivery timing through the AP to the wireless
telephones, which is critical for ensuring seamless handoffs among APs and for enhanced battery management. The
following section offers a more detailed explanation of timed delivery.

41.1 SVP Infrastructure

To trigger SVP in the APs from the wired side of the network, a Telephony Gateway with integrated SVP Server
and/or a standalone SVP Server is required. Telephony Gateways can provide SVP support for small installations
with four or fewer Gateways. A SVP Server is required for applications using an IP telephony server or using more
than four Telephony Gateways.

4.1.2 SVP Server Capacity

A single SVP Server supports 120 simultaneous calls when used with Telephony Gateways or 80 simultaneous calls
with an IP telephony server. Multiple SVP Servers can be used to increase capacity to support up to 850 total calls
(which can support approximately 8,000 Wireless Telephones) for IP telephony server interfaces. When used with
Telephony Gateways, the total number of users is limited to 640 (40 Telephony Gateways). For smaller IP telephony
interface deployments, 10 and 20-user SVP Servers are available. Refer to Polycom’s Spectralink 8000 SVP Server
Administration Guide for additional information regarding the maximum number of simultaneous calls and wireless
telephones supported by multiple SVP Servers.

4.1.3 Multiple SVP Servers

For installations with multiple SVP Servers, call resources are automatically allocated between the APs and the
SpectraLink Wireless Telephones by those devices’ Media Access Control (MAC) addresses. In most instances,
because of the large number of wireless telephones and APs expected in such an application, the distribution of call
processing will be relatively even across all SVP Servers.

Some installations with multiple SVP Servers (SVP code < 17x.033) are configured to have primary (“master”) and
one or more secondary (“slave”) servers. If a secondary SVP Server fails and can no longer be detected, the packet
handling (and associated handsets) will automatically be redistributed among the remaining servers. All active calls
associated to the failed secondary SVP server will be lost during this process, however the affected wireless
telephones will check-in with available SVP servers without manual reconfiguration. In the case of a master SVP
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4.1.3.1 Scenario One

Scenario One assumes that the handset has registered to SVP Server 1, associated to Access Point A, and
managed by SVP Server 1 (Figure 6)
= Handset communicates only to SVP Server 1 in this case

Figure 6 - Scenario One

4.1.3.2 Scenario Two

Scenario Two assumes that handset has roamed to Access Point B and is managed by SVP Server 2 (Figure 7)
= Packets to handset (from call server or PBX) are first sent through its Home SVP Server (Server 1), then
forwarded to SVP Server 2, and then transmitted by AP B to the handset
= On the return trip the handset communicates back through AP B to its “Home” SVP Server (Server 1) and
back to the call server or PBX

Figure 7 - Scenario Two

Calls between handset may bypass the call server or PBX and connect directly between SVP Alias IP addresses.
Control messaging will still go to /from the call server or PBX.

As a final note, the wireless telephone learns about all available SVP Servers IP addresses when it powers up and
does the “SRP Check-In” with the Registration SVP Server (identified in DHCP option 151 or set statically). Once the
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Figure 9 - Measuring Network Jitter

In a multiple SVP Server configuration, jitter is measured from the SVP Server that is responsible for the traffic
through a given AP to a wireless telephone. This may be different than the SVP Server that is acting as a proxy for
the wireless telephone to the IP PBX. Refer to Section 4.1.3 for additional multiple SVP Server information.

SpectraLink handsets have a diagnostic option that includes jitter measurement. The calculated jitter shown in this
mode is not the jitter described above because it includes delays in the AP, radio link and queue times inside the
wireless telephone. Jitter information from the handset diagnostic mode should only be used as a guideline for
diagnosing major network or radio link problems.

6.4 DHCP Requirements

The SpectraLink Wireless Telephone is configured by default to utilize DHCP in order to obtain an IP address and
the necessary DHCP options to allow the phone to operate normally. For the different IP protocols available with the
SpectraLink handset there are a number of different DHCP options that would be used. However, there are also a
number of DHCP options that are universal required regardless of the IP protocol implementation. Additionally, the
DHCP options required for a Telephony Gateway implementation vary somewhat from the IP protocol deployments.

Operationally, the handset functions the same regardless of the implementation when using DHCP. This means all
that is changing is the DHCP options the handset will require in order to function properly. For Telephony Gateway
deployments the handset will acquire its IP address from the DHCP server Scope Address Pool and its Subnet mask
in addition to the most basic options from the DHCP server Scope Options. The expectation when deploying a
Telephony Gateway system is that the handset will reside on the same IP subnet as the Gateway in order to
generate the necessary multicast frames that will allow it to locate and register with the Telephony Gateway. Once
the handset registers, the remaining options that would normally be handled via DHCP, such as TFTP, are provided
by the Telephony Gateway.

When the license option in the wireless phone is set for one of the IP protocols the handset will require several other
DHCP options in order to function properly. In addition to the base DHCP options required by the Telephony
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Gateway implementation the handset will also require DHCP options 151 and/or 152. Option 151 is specifically the IP
address of the Registration SVP Server. Option 152 is for deployments that are running an OAI Gateway where the
option field is populated with the IP address of the OAl Gateway. These options are only accepted as IP address by
the handset.

DHCP Option 66, as defined by RFC 2132, provides the address of a TFTP server. A TFTP server is required for any
SIP implementation and is only required in other IP protocols when software updates are needed. It is recommended
that a TFTP server be made available regardless of the implementation. In SRP deployments the Telephony
Gateway can act as a TFTP server but it is only capable of servicing a single handset at a time. Because of these
limitations an external TFTP server is advisable and is often required in order to serve multiple clients at once.

Additional DHCP options are supported on the SpectralLink Wireless Telephones and can be configured in the DHCP
scope appropriate for the IP scope servicing the handsets. See the Table 5 for the list of DHCP options typically used
and their purpose.

DHCP Value Expected Purpose
Option
1 IP Address (i.e. 255.255.255.0) Subnet Mask
3 IP Address (i.e. 192.168.1.1) Default Gateway
6 IP Address (i.e. 192.168.1.10) DNS Server
7 IP Address (i.e. 192.168.1.20) Syslog Server
15 String (i.e. mycompany.com) Domain Name
42 IP Address (i.e. 192.168.1.30 NTP (Network Time Protocol)
66 IP Address (i.e. 192.168.1.40) TFTP Server
151 IP Address (i.e. 192.168.1.50) SVP Server
152 IP Address (i.e. 192.168.1.60) OAI Gateway

Table 5 - DHCP Options

Depending on the IP protocol implementation additional DHCP options will be required to support the call server. The
options will likely include additional TFTP server addresses and the IP address of the call server. These DHCP
options should be provided by the call server manufacturer to ensure the appropriate information and values required
for those options are correct for the specific IP protocol deployment.

While the wireless telephone does support using a DNS server, as shown in Table 5, it is not recommended to do so.
Using DNS creates a dependency on a service that may not be reliable when the services a phone provides can be
critical. By using DNS there is also the addition of latency in transactions that the handset must complete with the
DNS server which could lead to undesirable behavior from the wireless telephone. Please note if DNS is necessary
then DHCP option 15 is also required. Without both DHCP options 6 and 15 the wireless telephone will not be able to
complete DNS queries
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7 Conclusion

The SpectraLink e340/h340/i640 Wireless Telephone uses Wi-Fi technology to deliver a full-featured mobile
extension to a call server or PBX. The purpose of this document is to outline the network design criteria for a
successful VOWLAN deployment. By applying the guidelines described in this document, networking and telephony
professionals can confidently design and deploy a Polycom Wi-Fi telephony solution.

Some of the key takeaways include:

= Voice and data applications have different attributes and network requirements. Several aspects of the
WLAN infrastructure, including coverage and capacity planning, require special considerations for voice
traffic.

= Reliable QoS is a requirement for any enterprise voice application. Wireless VolP is especially vulnerable to
many WLAN processes that can affect voice quality, including wireless traffic contention and security
authentication delays. SVP is proven to deliver enterprise-grade voice quality, battery life and call capacity
for SpectraLink handsets.

=  Several network design attributes need to be considered before deploying a VOWLAN solution, including the
use of subnets and complex network topologies that may affect the performance of SpectralLink handsets.

= Polycom’s dedication and expertise helps ensure proper deployment for VoWLAN.
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